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OO0 oTJ1e/IbHBIX BOMpOCax
I'[pOTHBO,lICﬁCTBMSI ﬂpGCTyTUIeHMHM,
COBEPLIAEMbBIM C UCIOJIb30BAHUEM
BO3MOIKHOCTEH r100a1bHOM
KOMITBIOTEpHOH ceTn MurepHer

B nacrosiee Bpemsi MHTEPHET M KOMIIBIOTEPHBIE  TEXHOJOTHH
CTPEMUTEJIbHO IPOHMKAIOT BO BCe c(epbl JKU3HEACITEIILHOCTH Ye/IOBEKa.
Byphoe pazButre TejeKOMMYHUKALMOHHBIX TEXHOJIOTHH, CTPEMUTENIBHEIH pOCT
yuciaa ANeKTPOHHBIX YCTPOHCTB M YCIyTr, MPEJIOCTABISICMbIX HACEIEHHIO
C MCMOJIBL30BAHUEM MH(POPMALMOHHBIX TEXHOJOTHUH, TPHBEIO K YBEJIMYEHHIO
KOJIMYeCTBa KMOepIpecTyJIeH i, TO ecTh [paBoOHAPYILICHHI, TIPH COBEPIIICHUH
KOTOPBIX CPEJICTBA KOMIIBIOTEPHOH TEXHUKM BBICTYMAIOT Kak MpeIMeT
[PECTYIHOrO NocsAraTesIbCTRA.

Kak npaBusio, kuOeprpecTynHiUKH BbAAIOT ceOsi 3a MroJiei, 1eHCTRYIOIMNX
Ha 3aKOHHBLIX OCHOBAHHSIX OpraHM3allMii W yupekIeHud, 4todObl 0OMaHOM
BLIHY/IMTL  I'PaM/ad  pPacKpbiTb JIMUHYIO MH(OPMAUMIO W [PEJIOCTABUTH
MPeCcTyNHUKAM JEeHbIH, TOBapbl U/WIINA YCIYTH.

MulieHbr0 KHOEPIPeCTYNHUKOB CTAHOBSITCS MH(POPMALIMOHHBIE PECYPCHI,
npuHaiexKanue OaHKOBCKOMY — CEKTOpPY, TI'OCYJAapCTBEHHBIM  OpraHam
M KOMMEPUECKHUM OpraHuzalusaM, a Takxke KoH(uaeHUuuanbHas WHpopMaLus,
MepcoHalbHble JaHHbIe, UMYLECTBO W JACHEKHbIE CPEACTBA I'Paiial.

Haubonee pacipocTpaHeHHbIM BUAOM [POsIBICHUs KHOEPIpecTyInHOCTH
SIBIIAACTCST XMIICHME JCHCKHBLIX CPEACTB € KapT-CUETOB I'paKJaaH. ﬂpw{eM
B OOJBIIMHCTBE Cjy4yaeB OTH MPECTYMJICHUS CTAHOBATCS  BO3MOIKHBI
B pe3yjibrare OecrneuHblX JeHCcTBUIl TMOTEPIEeBILHX, NPEAOCTaBUBIIMX
PEKBU3MThHI IOCTYIA K CBOMM DaHKOBCKMM cuetaMm. lIpecTynHuku 3aBnaneBaoT
pPEeKBU3UTAMM, HEOOXOAUMbBIMH /151 OCYLUECTBACHUSA [IPECTYIIHbIX TPaH3aKUUH,
MTOCPEJICTBOM CJIEYIOLINX COCOO0B!

I. @uumar (or aura. fishing — «pbiOHas noBnsiy). B kavectse
CBOCOOPA3HOM Y/IOUKH [PECTYIHUKK MCIOAL3YIOT ClELUalbHO CO3/1aHHbIH
MHTEpHET-callT ¢ (OpMOIl BBOJA HAa HEM PEKBHU3HUTOB AOCTYMA K DAHKOBCKOMY
CUeTy, @ B KayecTBe HA/KMBKHM — HEKHil COOOIIEHHBIN MOTEpreBUIeMy Tpeaior
JUIS TIepexo/ia Ha ATOT CalT M 3alI0JHeHUs [1aTeKHbIX PEKBU3UTOB.

[Mpnmep mackupoBkH noj miaomaaxky Kufar.by:

Ha nanHbli MOMEHT M3BECTHO O HECKOJLKMX THIIMYHBIX CXeMax
MorieHHuuyecTBa. OHM HaNpaBiieHbl KaK Ha MPOJABLOB, TaK M Ha IOKylaTe/leH
TOBApOB.

Cxema oomana npooaeyos Ne 1 (Ilpeosapumenvhasn oniama)

*  TlpecTylmHMK HAXOAWUT TMpojaBlia Ha O(UIHAIBLHONH MJOIIAJKE
00bsIBJICHUI, KOIIUPYET €0 KOHTAKTHbIE JAHHBIC, HO HA IUIOLIAJIKE HE IUILET,
MOCKOJILKY Tiepechuika (PUIIMHIOBBLIX CChUIOK Tam HeBo3MmoikHA. Miuet Homep




MpoJaBHa B MECCEHDKEpaX WM NUIIET B COUCETX, MPEJACTaBISISICh SKOOLI
nokynaresiem ¢ Kydapa.

* T'oBopuT, UTO y2Ke coBepulnl ipejioniary. BoickliiaeT npojasiy cebliky
Ha MOJJICNBHYIO CTPaHULLy, IJie [1PO/IaBlly HY’HO BBECTH HOMEpP CBOEH KapThl
U1 TOro, 4TOOBl Moilyuuth JeHbI'M. Cpead  JAaHHBIX, KOTOpbIE TPOCHUT
3JI0YMBILICHHUK: HOMED KapThi, UM Jaepikaress, cpok aciicraus, CVV-kon
Ha 0OOPOTHOM CTOPOHE KapThl.

* MHorpa MOLIEHHUK TakuKe npocHT npoaasua npejaocraBut CMC-ko
MMOATBEPIKACHHS T1aTexka, CChlIasiCh Ha TO, YTO TEPEBES TMPEAONIaTy U XOueT
yOeauTbest, YTO OHA [OCTYIUIIA HAa CUET MMpoaaBua.

* C nomouibto COOpPaHHbIX JIAHHBIX MOILUCHHMK MOMKCT TOMbITATHCS
MEPEBECTH C KapThl JKEPTBLI HEKYH CYMMY JEHEr, M, €cJii Ha cuere OyneT
J0CTATOYHO CPEACTB, €MY ITO yJIACTCH.

Cxema oomana npooaesuoe Ne 2 ([1pedeapumenvras onrama)

* Ecnu npeabutyiias cxema ycreuiHo cpadotasia, MOMEHHMK MOKeT
[TOBTOPHO CaM CBsA3ATLCS €  [OKy[arejeM WM [1PeJICTaBUThES Iy KOO
MOJAEPKKHU M CKa3aTh, 4TO ITPOM30LLIA OUTHOKA.

* YroObl BEpHYTH OILHOOYHO NEpPEeBeACHHbIE CPEACTBA, OH TIPE/LTOKUT
nepeiTu Ha PUUIMHIOBBIN caiiT M CHOBA BBECTH JJAHHBIE CBOCH KapThl.

* Ecnu mponasen 37O c/ieaeT, MOIIEHHUK MOXKET MOBTOPHO CIHCATh
JICHBIH.

Cxeyia oomana noxynamenen No 1 (/locmaexa 6azoeast)

* TlpectynHuk BelcTaBIsier ToBap Ha oduuMaIbHOH  ruUloA Ke
OOBSIBJCHUHN 110 KpaiiHe BbIIOAHOH LeHe.

* Kora noTeHMalbHbI MOKynaTesb THIIET eMy, NPECTYMHUK yOeK 1aeT
MepPerTH B MECCEH/UKEP MJIM COLMANIBHYIO CETh 1O/ MPEJI0rOM TOTO, YTO TaM
yao0Hee o0uaThesl.

* Bo Bpems  0oOwWEHMS  MOWIEHHMK  YIOBAPMBAeT  MOKyIaTess
Ha MPeAOIIaTy MM JOCTABKY 101 JH00bLIM [1PEJIOTOM: Yexal U3 [opojaa, HeT
BpPEMEHH.

* Yrobwl pa3BesTb COMHEHHSI [OKyMaressi, TOBOPUT O HOBOH yciyre
XOJIIMPOBAHUS CPEICTB, KoTopas nossuiack Ha Kydape: ecnu JJocTaBku
He Oyzaet, Kydap apromaTnyecky BepHET cpe/icTBa Ha KapTy.

* BrpichlmaeT nokynaremno CChlIKY Ha MOUICILHYIO CTPaHUIly, KOTopas
UMUTHpYeET cTpanuily cepsuca «Kydap Jloctapka» nnu unrepuer-0ankunra, rue
HY’KHO BBECTH JIaHHbIC KapTbl, 4TOOBI COBEpLIMUTHL Mpejaoriaty. B kadecTse
JAHHBIX KapThl MOKYATEs TIPOCST 3al0JIHUTE HOMEP KapThl, UMsI JIepiKaTes,
cpok ee aedctBusg, CVV-koa (3 wuudpsl Ha 0OOPOTHON CTOPOHE KapTbl).
B HekoTOpbIX ciyyasx 3J0VMBILLICHHHK — MOKET  [OMNPOCUTL  Ha3BaTh
npoBepouHbli koa u3 CMC-yBetomienus DaHka.



*  Kak  TOAbKO  10Jb30BaTelb BBOAMT JaHHbIE CBOEH  KapTbl,
C HEee CIHCHIBAIOTCS AEHLIH, NOCHLIKA, €CTECTBEHHO, HE NIPUXOIUT U CPEICTBA
He BO3BpAIlatoTCsl.

Cxema oomana noxynameacu Ne 2 ([locmaexa noemopuasi)

* Tlocae Toro, kak mnpeabLaylIias cXema TOJHOCTBIO peaii30BaHa,
H IMoKynaTe/ib HauMHaeT 1MoA03peBaTh, HTO €ro OGMHI‘I}"JIH, MOIICHHHUK ITOBTOPHO
CBSI3BIBAETCS C TIOKYIIATEJIEM.

* ['oBopuT, 4TO Npou3oILIa olKOKa, ToBap yxKe 3a0pasu (KK rnepeaymal
M0/1aBaTh), FOTOB BEPHYTh JIEHbIH.

* BpICBUIAET CCBIJIKY Ha MOJIEIBbHYIO CTPAaHMIYy BO3BpaTa CpeiCTB, IJIE
MOKYITATC/I10 HYKHO BBECTH BCC TEC JKC JdHHbIC CBOCH KapTbl 1 TOUHYIO CYMMY,
KOTOPYIO €MY 10J17KHbl BEPHYTh.

* Tlocse Toro, Kak 1OKynaresib [IOBTOPHO BBOJIMT JIAHHBIE CBOEH KapThl,
C €ro cyeTa MOBTOPHO CIMCHIBAIOTCS JICHBIN.

Cxema oomana noxynamenet Ne 3 (Bosepam cpedcme)

* Tlocsie TOro, Kak MOLIEHHHUK peain30Ball cxeMy «JlocTaBkay, OH MUIIeT
MOCTPa/IaBllIeMy MOKYNaTeo, npejacrasisercs ciyx0oi nopaepxku Kydapa.

* ToBopuT, 4TO TMOCBUIKA ObUIAa HE JOCTaBlieHA, W3BUHAETCS
M PaccKasbiBAET MPO BO3MOKHOCThL BO3BPATA CPEJICTB 3a MOCHUIKY.

* IlpuchinaeTt cchl/IKY Ha (PUITUHTOBYIO CTPAHHUILY, I'J1e TIOKYTIATe/ 0 CHOBA
HY’KHO BBECTH JaHHbIE CBOEH KapThl U CYMMY, KOTOpasi COOTBETCTBOBAJIA CYMME
OpeAblAYLIEro CITHCaHM:A.

* Tlocne Toro, Kak MoKynarejib MOBTOPHO BBOAWT JAHHbIE, MOLIEHHHUK
CHOBA KpaJIeT JIeHbIu ¢ OAHKOBCKOr0 cyeTa.

Cxema oomana nokvnameneti Ne 4 (Mowennuuecmeo ¢ Hak1aoHviMu)

*  IlpecTynHUK BBICTABISET TOBApP 110 OYEHb BBIMOJHOH IIEHE
Ha O UIMAILHOM caliTe.

* Korja noreHuuaibHbli NOKynaTe/b MULIET eMy Ha qu)ape 1o/ JI00bIM
NPeAJIOroM TpeijiaraeT nepeiTi B MecceH1Kep.

* VYropapupaeT OTHpaBUTL ToBap Mo mnoure. [Ipu sToM MolleHHUK
CIELHAIBHO CO3/1aeT AXKMOTaK BOKpYT 0ObsBieHus. OH MOKET rOBOPUTH, YTO
OyKBaJIbHO Ha JHAX YE37KaCT U3 ropojia, Wik 4TO TOBAp rOTOBbLI KyIIUTh APyrue
MOKYIIaTe/H.

* Tlposaser; roBOPUT, YTO MOYKHO OIIATHTHL TOBAp yiKe MOCJe TOro, Kak
OH €ro OTIPaBUT, IIPU TOM FOTOB MPEJIOCTABUTh J0KA3aTEILCTBA.

* Ecnu nmokynarelb corjialiaercs, B KauecTBe J10Ka3aTesIbcTBA OTIIPABKU
MOILIEHHHUK BBICHIIAET CChUTKY Ha MOAACJBbHYIO CTPaHULY TPEKHHIa MOCBUIKHA
WIH CKaH TMOJJICJBHOrO jokyMeHnta o0 orare. MuHUMalIbHOE 3HAHHE
(oTomniona no3BOJSIET MPECTYNHUKY ChIMHTHPOBATb KBUTOK JHO0OMH CIyKObI
nocrasku, 0yab To CJIDK, bennoura uiau mobas apyrasi KOMIaHus.



* Tlocae ToOro, Kak nokyiareib 1OBEPHIL, YTO TMOCLLIKA OTIpaB/ieHa,
MOIUEHHHK NPUCBLLIACT CCBLIKY Ha  (DUIIHHTIOBYIO CTPaHMIY, [e HYKHO
o(GopMUTDL NEPEBO./L CYMMBI 38 TOBAp.

* Kak TOJIbKO MOJb30BaTe/b BBOAUT JaHHbIE CBOEH KapTbl, C €ro cyera
CITUCBIBAIOTCS ICHBIH, & [TOCHLIKA, CCTCCTBCHHO, HE TIPUXO/IUT.

Cnpasouno: B npouzsoocmee  Mockosckoeo (2. Muncka)  pationnozo
omoena Cnedcmeennoco rkovumema Pecnvoauxu — berapves  (Oanee
Mockosckuit POCK) naxooumes  veoiosnoe 0eno no  pakmy coeepuieHus
npecmynienus, npedycyompennoeo u. 1 cm. 212 VK no ¢gaxmy xuwenus
OeHeXCHbIX cpedcms nomepnesuielt ¢ cyyve 418 pyoner nymex mooupurayuu
KOMRBIOMEPHOU UHPOPMANUL. YCMANOBICHO, YN0 ROMEPREGULS. 1A NMOPLOBOT
nnowaoke «Kyhapy pazviemuia odvsasicnue o npodaddce OemcKkoil 00elcobl,
YKasae c6ou KOHMAKnHble Oaunsie. B nocreodviouem na adonenmexuil nomep
nomepnesuieti ¢ AOOHEHMCKO0 HOMEPd UHOCTPANNOSO ONePAmopd NOCMYAUIO
coobugenue om «Banrenmunol», KOMOPas u3vbA6UId diceadanue npuodpecmi
BBIUUECYKAZAHHDIL  MOGAP, NPEOJIONCUE  NPOOAsly 60CHOIb308AMbC  YCAVeOll
Q0CMABKL, KOMOPYIO «Banrenmunay 00A3a1dacs ORAAMUNG CAMOCHIOAMENbHO,
s oopmaenua docmasku « Banenmunda» omnpaguia nomepnesuieil cCulixy,
nepetioa o Komopot nocieonss 66end HOMep GbINVUEeHHON Hd ee UM
oanroscrkoti  naamesxcrnion  kapmol, CVV koo, w oaree. no ykazauiuo
«Banenmunory coobuptia npueduinlt 6 CMC-CooOWeHu NPOGePoUNbill KOO,
B oanvnetiuiem, ¢ cyumanisie MuHymel Hocie ApedoCACICHUs VKA3AHHbIX
ceedenull, co cuemd OAHKOGCKOU NAAMENCHOU Kapmul nomepnesuietl Ol
CRUCANbL 6Ce UMEIOMUECs enedicHble cpedcmeda ¢ cymme 418 pyoneil.

II.  Bwwnsr (ot amiia. voice fishing — «roJocoBOR (PULIKHHTY  WIK
«rosocoBas pbiOHas J0Bs» ). Jlanublii ¢nocod BbipakaeTes B OCYLUECTBICHUH
3M0YMBILIICHHMKOM — 3BOHKZ € HCHOJL30BaHUCM  [IOJIMEHBI  HOMEpa
(IP-teneponust), 4yro B CBOIO oOuepe/b IMO3BOJSCT HCIIOJIL30BaTh HOMEPA,
KOTOpPbIE MOX0XkKHK HA HOMEpa OAHKOB ¢ O(ULHANBHBIX CAliTOB, HA ADOHEHTCKU
HOMED MOTEPIERIIErO MM B €ro aKKayHT B MecceHKepe (B 0OcHOBHOM HTO Viber
uiu Telegram).

B x04€ rosiocoBoro 0OWEHMs IPECTYHHHK NPE/ICTaBISICTCs padOTHHKOM
OaHka wiu npapooxpanuresbioro oprava (MBJL, KI'b, JI®PP, Ciencreennoro
KOMHUTETA) U MO0/l BBIMBIIUICHHBIM HPEJIOroM (rpeceyeHue 1o/ 103puTesibHON
TpaH3aKIMK, MOBbILICHHE VYPOBHs 0€30MacHOCTH  [0JIb30BAHUS  KapTOid,
neperpoBepka MacrnopTHBIX JaHHBIX BJjajelbla OaHKOBCKOro cueta W T.J.)
BBISICHSAET Y MOTEPIEBUIETO CBEACHUS O Hanuuni DAHKOBCKHX TUTaTeXKHBIX KapT,
cpokax ux jedcrsus, CVV-konax (TpexsHaunblii Ko Ha oOpaTHOH CTOpOHE
KapThl), TACMOPTHLIX JAaHHbLIX, SMS-KOJZaxX ¢ LEeJbIO XMIIEHUS JIEHEKHBIX
CPENCTB.

Hepenkn Taike ciyuad, KOrja 3710YMBIILIEHHUKH, [PEICTaBJISACH
COTPYAHUKAMH  MPaBOOXPAHUTEIbHBIX — OPraHoB MO/ BbIMbILUIEHHBIM
MPe/UIOroM, B YAacTHOCTH O [PUYACTHOCTH [OTCPNEBUIEr0 K pa3inYHbIM
MPEeCTYIICHHsIM, COOOLIAIOT O HAMEPEHHH NPOBECTH OOLICK Y HEro Mo MecTy

JKUTEBCTBA € LIEJBI0 U3BATHS BCero nmyniectna. llocne uero, B kauecTse sikoObl



aKTa MUIIOCEPAMS, 3J10YMbILLJICHHHKH npeiaratoT HCIYTaHHOMY
[IOTepreBleMy COXpPaHUTh CBOM JCHEXHbIe CpeJcTBa MyTeM HX IepeBoja
Ha «0e30IacHbIl cUeT», TO eCTh SIKOObI UX 3a1eKJIapUPOBaTh, U 110 OKOHUAHHH
[IPOBE/IEHMsI TIPOBEPKU MJIM PACCIEAOBAHMS BO3BPATUTh, HA UTO MOTEpreBIIei
corjatiaeTcs, yKa3blBaeT UMEIOLLYIOCS B HATUYUMU CYMMY HEHEKHBIX CPEJICTB
M 110 YKa3aHHUIO SIKOOBI COTPY/IHMKA NPABOOXPAHUTE/IbHBIX OPraHOB MEPEBOAUT
JIEHEXKHBIE CPEJICTBA Ha CUET 3JI0YMBIIUIEHHUKA.

Ecau cTa/au sKkepTBOil MOIIIEHHHKOB:

. Ecnu  BBenu jaHHble OAHKOBCKOW KapThl, TO HEOOXOIMMO
B CPOYHOM MOPSAJKE [POU3BECTH e¢ OJOKMPOBKY, MO3BOHMB B OaHK JIUOO
B MHTepHeT-Oankmure, 7audO TpuW pa3a BBeAs HEBEpPHbIH  MapoJib,
C MOCJEAYIOLIEH €€ 3aMeHOM.

. Ecnn BBe/M aBTOpM3alMOHHBIE JAaHHBIE OT HHTEepHEeT-OaHKHHTa,
TO HEOOXOJAMMO HEME/UIEHHO 3BOHUTH B OaHK M COOOIUTH O KOMITPOMETALIUU
YUETHBIX JJaHHBIX OT HHTEPHET-OAHKMHIA.

. B ciyuae HeoOxoammocTn 00paTUThCS B TPAaBOOXpPAHHUTEIbHBIE
Oprabl € 3as4BJACHUCM O MOLUICHHHYECTBE.

Cnpasouno: B npouzeoocmee Mockosckozo POCK naxooumces y2on106Hoe
0eno no haxmy coseputenus npecmynieHus, npeoycmompennozo 4. I cm. 209
VK no gaxmy saeradenus nymem mMouennu4ecmea OeHeUCHoIMU CPEOCmeanu
nomepneeueit 6 cymme 8800  pyoaei.  Vemanoeneno, nomepneguiei
6 meccenoncepe «Vibery ¢ abonenmcko2o nomepa 6enopyccko20 onepamopa
CEA3U  NOCHTYIII 360HOK HEYCIAHOGNCHHO20 I, H]_?(,()(, MAsUELLCeOCH
COMPYOHUKOM  NPABOOXPAHUMENbHBIX — OP2AHOE,  KOMOPbIUL  COOOWUT,  HYMO
6 Mamepuanax y2oa06Ho20 0end ueypupyem ee pamunus, Kax auyd, 603MOACHO,
NPUYACIMHO20 K COBEPUIeHUI0 NPecmynieHus, 6 3Moll C8A3U HO Mecmy
ee JCUmenbemed naanupyemes npoeedenue obvicka. Bo usbedcanue usvamus
UMCIOWUXCS Y HEe OCHEICHBIX CPeOCms, Ux HeoOX00UMO 3a0eKnapuposaims,
a  UMECHHO AKODbl  6PEMEHHO — Nepequciume  HA - «De30NacHvlil  cyemp.
B nocneoyiouiem, nomepneeuias, 0eucmsys no YKazanuio aKkoobl compyonukos
npasooxpanumensuvlx  opeanos, ¢ omoenenuu OAQ  «Benazponpombaniy,
pacnoaodicennom  no aopecy. . Muuck, yi. Paguesa, 88a, nocpeocmeom
cucmembl «}Omzcmpmw» OCYUeCmEUIa nepesoo OCHEdICHbIX CPeoCms 6 cymme

8§ 800 pyonew (235 605 poccutickux pyoaei) na ums Ammoxyposea J1.J].
6 Pecnyoauxy Koipevizcmat.

III. [Mamramx. B HekOTOpbIX CAyyasX 3JOYMbILUIEHHUKH MOTYT
YrpoXKaTh pasryialieHUueM pasJMuHbiX KOMIPOMETHPYIOUIMX CBEACHHUN ¢ LIEJIbIO
BeIMOTaTeNIbcTBA. K mpumepy, TONYUYHUB HECAHKIMOHUPOBAHHBIH JIO0CTYI
K MHTEpHET-pecypcaM (CTpaHHMLIAM B  COLMAJIBHBIX CETAX, TEpernucKe
HJIEKTPOHHBIX TIOYTOBLIX SIIMKOB M O0JIAYHBIM aKKayHTam) M, 3aBJIafieB
H300paKEHUSIMU, HE  [PEJAHA3HAYEHHBIMU  JUIsl  [IyOIMYHOrO  IpOCMOTpAa,
MPECTYMHUKH BCTYNAIOT B [ICPEHUCKY € [OTEPHEBIUUMHU, TpeOdys pasHble
JICHEKHBIC CYMMBI M yrpoxKasi B clIydae OTKasza paclpoCTPaHUTh UX B CETH
Wurepuer.

Cnpasouno: B npouzeoocmee Mockoeckoeo POCK naxodumes yeonosnoe
deno  no  akmy  coeepwienus — npecmynienus, — npedycMompeHHo20




y. 1 cm 208 VK no chakmy  evivocamenscmea.  Yemanoeneno,  4mo
nomepneswiull 6 epvane «/leonaopoo Hait Buiur» veccendncepa « Telegramy
NOZHAROMUICS ¢ «ANNoly, 6 X00€ AUYHOT NePenucKll ¢ KOMOopoll No e¢ npocsoe
omnpaeian ei ceou uHmuMisle omocnuviky. B nocreoviowenm, «Annar
NOCPEOCMEOM NEPenUCKI 6 VKAZAHHOM MeCCeHONcepe cootyund, Ymo 6 cavudae
He NepevucIeHls nOMepRnecuiy et oenedicHuix cpedcme ¢ cyvve 100 pyonei,
OHa  pacnpocmpanum 6 2a100dreHol  cemu  Humepuem  omnpasienmvie
ett ROMepPNesUILM UHIMUMHBIC (DOMOCHUMKL.

IV. Huble MomeHHnveCcTBA.

Takke MOKHO BBUICJIUTL €Ll HECKOJBLKO THIIOB MOILIEHHUYECTBA,
KOTOpble B HEJABHEM  [IPOLLIOM  YacToO  YCIEHIHO  MCIOJIb30BaINCh
Ha TeppuTopun Pecnydimku benapyce:

1. TIpocnda nononnuThL cyeT ONpe/Ie/ICHHOro HoMepa MOONILHOrO Teste(oHa
WM TUIaTeXHOHW kapTel B BHAe «Mama, nononxun cuer na 20 pyOueit. Mue
He Mepe3BannBail — rnosxe rnepe3ponto. HyuuHo cpouno!»;

2. 3BOHOK ¢ HOMEpa /jpyra WIH pOJICTBEHHHKA, B KOTOPOM colecelHUK
VTBEPXKJAAET, UTO OH COTPY/AHHK [PABOOXPAHHUTEBLHBIX OpPraHoB, [MPOCHT
BO3HArpaxkjaeHue, odeulast NpegIOTBPaTHTL BO30YXKICHUE YIOJOBHOrO Jiena
B OTHOLLEHHH OJIM3KOIO HCI0BCKA;

3. 3BOHOK 0 HEOOXOAMMOCTH MPOTHTL CPOK JOTOBOPA 110 OKA3aHUIO YCIIYT
SJIEKTPOCBSI3H, 3aMEHbI JAOMO(OHA, TJ€ MOLICHHUK BBISCHAET MAacClopTHbIE
JIaHHbIC SKEPTBbLI, MPOCUT COOOIMTL mpuiueaue B SMS-cooOLeHu KOJbl,
a B MOCJICAYIOIIEM OT MMEHM KepTBbl ohopMastoTes GaHKOBCKHE MJIATEKHbIE
KapThl, 4Yepe3 cueTa KOTOPHIX MOLIEHHHKH NEPEBOST IIOXUIUEHHDIE Y HHBIX JIULI
JCHEKHBIE CPeICTBA, THOO MOLICHHUKH [OJYUYAOT JOCTYN K cYeTy OaHKOBCKOM
IUIATEKHON KapThl KEPTBbI, ¢ KOTOPOI'O B JlajibHEHILIEM HECAHKIIMOHMPOBAHHO
MIOXMLLIAIOT JEHEXKHbIE CPe/ICTRA.

4. OTKAVK MOLIEHHIKA HA 3asiBKY KEPTBBI O TPYJA0YCTPOHCTBE, 10 ApadoTKe,
FA€ MOLIEHHUKH TPEJLIAraroT SIKOObLI BbINOJAHBLIC YCIOBUS 110 TPeHJMHTY, AJIs
4ero JKEepPTBbl, KAK 1PABUIO, OPOPMISAIOT KPE IHThI, MEPEUHNHCSIOT JeHEKHbIE
CPEJCTBA HA CYETa, KPHUIITOKOWEIbKH, JOCTYI, K KOTOPbIM CaMOCTOATENLHO
NPEJIOCTAB/ISOT  MOLIEHHMKAaM, KOTOpbIe, [rojayuas JOCTYIl K  CYETY
(KpUMITOKOIIEABKY)  sIKOOBI  oOywaroT  Takum  oOpa3zom  TpeHauHry,
a B JICMCTBUTE/ILHOCTH TOXHUIAKOT JIEHEKHBIE CPEJICTBA, OTIPAB/IssS KepTBaM
KapTHHKH SIKOOBI YCIELIHOTO Tpeinnra.

5. Korpa npuxoaut SMS-cooOuieHne 0 HEKOeM BBIUIPbILIE, MOCAE YEro
aOOHEHTY MpeIaratoT OTIPABUTH IJIATHOE COOOLICHHE B OTBET MJIM OTIPABUThH
HeOOJIbIIYIO CYMMY Ha OAHKOBCKYIO KapTy JUIsi [IOJIYUCHHUST «BBIMIPHILLIAY;

6. Korna npuxoaut SMS-coo0liuenue ¢ runepecbliikoi, Npoiias no KOTopoii
IMOJIb30BATE b 3AMYCKACT [POLECC CKAYMBAHMS BUPYCA; KOr/La MOCTYIAET 3BOHOK
OT  IPEACTABUTEISi  COTOBOFO  Onepartopa»,  BO  Bpems  KOTOPOro
3JOYMBIILIEHHUKH TIpejUlaratoT nepepernctpuposats SIM-kapry, npu 31oM



[MOJIL30BATE/ b BBOJMT ClIEUHAIbLHLIM KO MKW oTnpasiser SMS-coobuienue,
[ocJie 4yero ¢ dajnanca ero MOOMILHOTO Tesie)oHa CIHCLIBAIOTCS JEHBIH;

7. Korpa npuxoaut SMS-cooOuieHMe WM TOCTYNaeT 3BOHOK, B XOje
KOTOPOro coodiaercs, 4To aDOHEHT He OIuUIaTHII WTpad, rnociie AToro 4ejoBeKy
peiaraeTcs MPOU3BECTH €ro OruIaTy, MepeyruciiuB JIeHbI'M Ha «CTIeHaTbLHBIINY
pacq(:'erlﬁ cUeT WJIM NMOMOJIHUB OAHKOBCKHN cYyeT,

8. Korpa npuxoant SMS-cooduienue ¢ uHpopmanuei o Tom, 4To miarexHas
Kapra 3a0JIOKMPOBaHa, M YKa3bIBACTCS HOMED, M0 KOTOPOMY MOKHO IMOJYUYHTh
CIIPABKY WJIM IIOMOIIlb; [10cJie 3B0OHKA y aboHeHTa 3anpamuBaiot PIN-kox, CVV-
KO/ (Tpex3HauyHblii KO Ha 00paTHOW CTOPOHE KapThl), HOMEP KapThl U APYyTUe
JlaHHbIE, HEOOXOIUMbIe /1151 CHATHS JieHer ¢ OaHKOBCKOI'O cyeTa.

Kakue cnocodbl  MoweHHHYecTBA  ObIBAKOT B OTHOIIEHWUH
IOpUINYEeCKHX  JIMIL W UHIMBHAYAJbHBIX  [peanpuHuMartejei?
KubGepripectyruienusi mpuuuHIIOT yuepd He TOAbKO rpaxaaHaM. Yacro
JCHCTBUS  3JIOYMBILIJIEHHUKOB HAlpaBJieHbl Ha 3aBJIaJIeHHe JIEHEIKHBIMH
CPeJACTBAMU IOPUIMYECKUX JIML (IIPEANPUSATHI, YUPEIKACHUH W OpraHu3anuii)
M MHJIUBH/IyaJIbHBIX npeanpuHumareneil. OHaKo U 3/1€Ch INTABHBIM YCIIOBHEM,
JAOIIMM  BO3MOYKHOCTbL — COBEpLICHUS] 1OJ00HBIX  3JIOACSAHUM, SIBISIETCS
yesjioBeueckuii (paxkrop, T.e. rpyOble OUMIMOKH, JOomyckaemble paOOTHHKAMH:
OT pyKOBOAMTeseil 1o cekperapeil, OyxrantepoB W MeHe/kepos. Bee waie
MOTEPNEeBIIMMHE  CTAHOBATCS  IOPHIMYECKHEe JIMlla M UHJMBHUAYaJbHBIC
[peJANpUHUMATENIH, KOTOPbIE OCYLIECTBISAIOT JAEATEIILHOCTL MPH  [OMOLIM
3apyOeKHBIX KOHTpareHToB. Cpean Haudojee TUIIMYHBIX (JOPM MOCAraTe/bLCTB
XaKepoB Ha JIEHEKHbIE CPEICTBA U OXpaHAEeMYI0 HH(OpPMALUIO FOPUIUIECKUX
mn aeistoress  BEC-araku (ot anra.  business email compromise —
«KOMIIpoMeTallis  Ou3Hec-tiepenucku»). Peanuszauus  1oj00HOH  CXEMBI
XMILEHHS BO3MOKHA [TOCPEACTBOM MOMYUEHHU St HECAHKLIMOHMPOBAHHOIO IOCTYy A
K 2JIGKTPOHHOM 104Te OAHOH M3 CTOpOH CAcikM. B oTol curyauuu
3JI0YMBILIEHHUKH 0051a/1a10T uHdopMalmeil o npejaMere, yCJIOBUSX J10TOBOpa
M MOI'YT BECTH MEPENUCKY, HE BbI3bIBas MOJ03PEHUI (B cllyyae HEOOXOIMMOCTH
MMM HarpapjisitoTes JOMOJHUTE]bHOE corvlalleHue, cueT-npodopma (MHBOKC)
C U3MEHEHHBIMH PEeKBHU3MTaMK OAHKOBCKOI'O CYETA M KOHTAKTHBIMM JaHHBIMU
npejacTaButesiell PUPMbL MyTeM MX «HAJI0KECHHs» Ha [OArNOTOBJIEHHBIE paHee
M cOXpaHeHHble B COOOIIEHHUAX JOKyMeHThl). Kpome Toro, umerorcs ciydau,
KOIjia OT HMeHH OellopyccKMX CyObEeKTOB XO3sHCTBOBaHUS I0OCHE B3joMa
X KOPIMOPAaTHBHOM TOYTBI B ajapec 3apyOe:KHBIX MapTHEPOB TaKKe
HAIPABJSIMCL  THCbMa, cyeTa-mpoQOpMbl ¢ W3MEHEHHLIMH OaHKOBCKHMMU
pekBu3uTaMu. B pesyiaprare  geHeKHble  CPEJICTBA,  NPUYHTAIOLIMECS
OeOpyCCKUM ITPEATIPUSITHSIM 3@ MPOU3BEACHHYIO (IIOCTABJICHHYIO) IPOY KLHIO,
MepeBO/IMJINCH HA CUeTa MOLLIEHHUKOB. TakKe BO3MOKHA CUTYallKsl, KOria ocJjie
COIIACOBAHUS CYLIECTBEHHBIX YCIOBUIA KOHTPAKTa ¢ 3apyOeiKHbIM apTHEPOM,
a B OTACHAbHBIX CJydyasX M €ro HOJANHCAHMS, Ha HJIEKTPOHHYIO [10YTY



OpraHu3aluy (TPeUTPUSITHST) IIPECTYTHMKAMM HAlIPABIISIETCs COOOLIEHHE IKOOLI
OT UMEHU COTPYIHHUKA MHOCTPAHHOI'O KOHTpareHTa 00 M3MEHEHHHU PEKBU3UTOR
obcuykuBalouero 0aHka 1 HeoOX0JUMOCTH [ePEUHCIICHUS ACHEKHbBIX CPEICTB
Ha HOBBIA cueT. IIpu 3TOM ajpec HMEKTPOHHON NMOUTH MOUIEHHHKOB HMeEeT
CYIIECTBEHHOE CXOJCTBO € peaibHbIM, UTO HaCTO OCTAETCS HE3aMEUCHHBIM.
[Mocslenyrotas nepenucka yKe OCYIIECTBIACTCS ¢ KUOeprnpecTynHHUKaMu.
Hanee noa npeasiorom ornathl TOBAPOB HHOCTPAHHBIX KOMIIAHWH U BCIIC/ICTBUE
MPeTOCTaBACHHS TI0 HJIEKTPOHHOM 1ouTe JOKHBIX 0aHKOBCKMX PEKBU3WTOB Ha
CcUeTa MOIUEHHHKOB TEPECUHC/ISIIOTCS JICHEKHbIE CPEACTBA CO  CTOPOHDI
CYOBEKTOB XO3HCTBOBAHMSA KaK rOCYJapCTBEHHOIO, TAK M YACTHOTO CEKTOpa
YKOHOMUKH.

Cupaesouno: B npouzeoocmee Mocrkosckoeo POCK naxooumes yeonoenoe
deno no (hakmy cosepuienus nPecmynicis, npeoverompennozo . 4 cm. 209
VK no haxmy saeradenus nymem MOuWeHNUHeCmed OCHENCHbIMU CPeoCcmeamu
opudueckoeo  auyd.  Yemanoeneno,  wmo - 0enopycckuil - cyobekn
XO3AUCMBOBAHUSL HA NPOMAICEHUU OIUmenb1020 nepuood umMeem (OUHAHCOBO-
XOZAUCMEEHHBIC  G3AUMOOMNOUICHUS ¢ KUINAUCKUM  KOHIMPASEHMOM,  CG53b
¢ KOMOPbLIM NOOOCPIACUBACINCT UCKTIOUUMETLHO OUCMAHYUOHHO NOCPEOCTBOM
KOHGhepenycess 1 nepenicki no 2Iekmponnoit noume. Koeda na 2.1¢kmponnyio
HOYNY 0CJIOPYCCKOCO CYOBEKNA XO3AUCTIGOGUNUA NOCHIVALIO 04ePEeNOe RUCbMO
KUMAUCKO20 KOHMPASEHNMU O CMEHe PeKGU3UIMOE 011 ONAAmbl, 66UAY MO20, YINo
pavee 6  meuenue gceco  nepuodd  (QUHAHCOBO-XO3HAUCTGCHHBIX
63AUMOOMHOWEHUL  NOCMYNATU  MAKUe AUCLMdA, COMPYOHUK 0enopyccKozo
CYOBLERMa XO3AUCNEOSAHUA VECOOMUN 00 3IN0M PYKOSOOUMENA, NO YKUZAHUIO
KOMopoz2o Oyxedaamep nepesel Ha  «HOGbI  CYemy  OCHENCHbIe CPedcmed
6 Kawecmee onamel moeapd. B oareneiiesr ObL1o YCmMAnosaeHo, 4mo nucbmMo
0 CcMeHe pPeKGU3UMoe Ois ONIdmsl Obl10  HARPAGICHO  310YMbIULTICHHUKAMU,
pakmudecku OenedcHbie  cpeocmeda  HAa - cHenl  KUMAUCKo20  KOHMpAeeHmd
ne nocmynunu. Cmoum ommemume, 4mo YKA3danHoe nUcCbMo GHeulne, d Makice
RO CHIUAUCIUKE U COOPICANUIO  ObLI0  UOCHMUYHBIM - NUCOMAM,  pdHee
OMAPAGIEHHBIM KUMAUCKUM KOHIMPASCHIMOM, OMIUYAICS JUULL INEKINPOHHbLL
aopec omnpagume.is (()b! 1a 00basIenda THHAA OVKEA), 4o 6 CO8OKYNHOCI
Gpakmopos cpazy ne « OPOCUTOCH 6 A3,

Kak He cTaTh sKepTBOI KudepnpecryiieHus?

I.  Hukoraa, HUKOMY W HM MpPHU KaKUX ODCTOSTENLCTBAX HE cOOOLIATE
PEKBU3UTBI CBOMX OAHKOBCKHMX CHETOB M OAHKOBCKMX KapT, B TOM YMCJIE JILIAM,
MPEeACTaBUBIIMMCS COTPYAHMKaMy OaHKa WM IPaBOOXPAHHUTEbHBIX OpPraHoB
MPU  OTCYTCTBHHM BO3MOKHOCTH JOCTOBEPHO YOCIUTLCS, YTO ITH JIHOAH
Te, 3a KOro ce0s BbIJ1atoT.

2. B ciaywae nocTyruieHuss 3BOHKA  OT  «COTpY/JAHMKa OaHKa»
HEOOXOAMMO YTOUHUTE €ro haMUINIo, HoMep TeehoHa, MOcje Yero 3aBepuinTh
pa3roBOp U caMUM MO3BOHHUThL B DaHK.

3. HeoOxoammo  npuHuMarb BO  BHMMAaHHE, 4YTO  peajlbHOMY
COTpY/AHMUKY OaHKa M3BeCTHA cleayioias uHpopmanus: Gamuiins aeparess
KapThbl, MACIOPTHBIE JAHHbIE, KAKUE KapThl O(POPMJEHBI, OCTATOK Ha CueTe.
He cnenyer coobuiath B TejiepOHHLIX pa3zroBopax (Jaxe COTPYJAHMKY OaHka),



a TAKIKE MOCPEJACTBOM OOILEHHs B COLMATILHBIX CETSIX MOJIHBbIN HOMEDP KapTOUKH,
cpok ee aeiicTus, kKog CVC/CVV (Haxosimnecs Ha 00paTHOM CTOPOHE KapThi),
JIOTHH 1 11apoJib K HHTepHe’T—6aHKHHFy, NacrnopTHLRIC JalHbIC, KOIOBOEC CIIOBO
(uudpooii ko) U3z SMS-coobuieHniH.

- B ciiyyae ecim «coTpy/IHUK OaHKa» B pa3roBope cooOIaer, 4To
C KapTOYKOH NPOHUCXOASAT HECAHKIIMOHWPOBAHHBIC TpPaH3aKIHH, HEOOXOIMMO
OTBEYaTh, YTO BbI IIpHAeTe B OAHK JMYHO, Be/b BCE 11000HBIE BOMPOCHl HYIKHO
peluaTk B oT/eJIeHU OaHKa, a He 1o Teeony.

5. Buumanue! IloMHuTe, uto COTPYAHUKH OAHKOBCKHMX YUpeXKICHHH
HUKOT'/1a HE UCTIOJIB3YIOT JUIS CBSI3H C KIIMEeHTOM MecceH, Kephl (Viber, Telegram,
WhatsApp).

6.  Jludg ocyuiecTBiieHUs OHIAHH-TI1ATEKEH HEOOX0AMMO HCIT0JIb30BaTh
TOJILKO HAJEKHBIE MJIATEKHbIE CEPBHUCHI, 003aTEILHO MPOBEPSs JOMEHHOE MM
pecypca B aapecHoii cTpoke Opaysepa.

7. He cunexyer xpaHuTe OaHKOBCKME KapThl, HX (Qororpaduu
M PEKBHU3UTBI B MECTax, KOTOPbIE MOTYT ObITh JIOCTYIIHbI IOCTOPOHHUM JIMLAM;
TO K€ OTHOocuTCs K QororpagusM M MHbBIM  BHJam  HHGOpMaLUHU
KOH(MISHIMATLHOIO XapakTepa.

8.  Cnenyer BO3IEpXKHMBATBhCS OT OCYUIECTBJICHUS OHJIAMH-TUIaTEXKeN,
CBS3aHHBIX C TPEIOIUIATON W [epeYUCIIEeHUEM 3aJaTKOB 3a TOBApbI U YCIYTH,
OMaroTBOPUTEIBLHON M CIMIOHCOPCKOH  1OMOWM B [10Jb3Y  OpraHu3auyi
U (QU3MYECKUX JIMLL TPH OTCYTCTBHM JIOCTOBEPHBLIX JAHHBIX O TOM, YTO
Ha3BaHHbBIC CYOBEKTHI SIBJISIFOTCS TEMH, 32 KOIO ceOsl BbIIAIOT.

9.  He cTouT nepeunciiaTh JICHEKHbIE CPEACTBA HA CUETA DIEKTPOHHBIX
KOILIEJIbKOB, KapT-cyeTa OaHKOBCKMX IUIATEXKHBLIX KapTroyek, cyera SIM-kapr
1o npockOe noJs3opareseil cet MHTepHer.

10 Jng poctynma K cucteMaMm  JIMCTAaHUMOHHOTO — OAHKOBCKOTO
oOcayxuBanus (MHTEpHET-OaHKUHT, MOOWIbHBIH OaHKHHI), 2JEKTPOHHBIM
MOYTOBBLIM SILIMKAM, aAKKayHTaM COLMAJbHBIX CeTeil W MHBIM pecypcam
HEOOXOIUMO HCIOJIL30BATh CJI0XKHBIC TAPOJIH, HCKIIHOHAIOIIHE BO3MOKHOCTD X
roaoopa. CTOUT BO3EPIKATLCS OT CICAYIOIIMX MAapoJIel: JIaT pOKICHH, HMEH,
damuiuii, T. €. TeX, KOTOPbIE JIEI'KO BBIYKCIHTDL W3 O0IIE/I0CTYTHBIX HCTOUHHKOB
uHpopMauK (Harnpumep, coluanbHbIX ceTei).

11, Tlpu cocraiennu MIaTeKHbIX JIOKYMEHTOB BaXKHO MPOBEPATD
MJIATEKHBIE PEKBU3UTHI OJIyYaTe/Isl JIEHEIKHBIX CPEJICTB.

12, Tlpu moOCTyNJeHMH B COLHUAIBHBIX CETSIX COOOIIeHHH OT JuL,
COCTOSIIIIMX B Kateropuu «Jlpy3ps», ¢ mnpocsdamMu O MpeaocTaBICHUN
PEeKBU3UTOB OAHKOBCKMX IIJIATEKHBIX KApTOYEK HE CIeJyeT OTBevaTh
Ha 10100HbBIE COOOUICHHS, HEOOXOAMMO CBA3ATHCS C JaHHLIMU MOJIb30BATE/IAMH
HanpsAMYyH0 MOCPEACTBOM HHBIX cpeAcTB cBsizu. Ilpn oOHapyxeHuu (axra
B3JIOMa AKKAyHTOB COLMAIBLHBIX ceTell HeoOXOAMMO He3aMeIIMTEIbHO
BOCCTAHABIIMBATL K HUM JIOCTYII C MOMOLIBI CiIyxObl MOMAEPKKH 1100




OJIOKHPOBAThL, 4 TAKKe NPe/Ivipeisiate 00 31oM (akre Jull, ¢ KOTOPbIMU
o0MIAINCE TOCPRICTBOM JIAHHBIX COUHAIBHBIX CeTeil.

13.  Heubss orkpbiBaTh (hailsibl, NMOCTYINAIOLIME ¢ HE3HAKOMbBIX a/IpecoB
IEKTPOHHOI MOYTHI M aKKAayHTOB MECCEH/KEPOB, MEPEeXOJIUTh 1O CChLIKAM
B COOOLICHUSIX O [TPU3aX U BbIMIPhIILAX.

14,  Heobxoaumo MCITONB30BaTh  JIMIIEH3UMOHHOE MPOrpaMMHOE
oOecrieyeHue, peryasipHoO OOHOBJIATH [porpaMmmHoe odecrieyeHue
M OMNEPALMOHHYIO CUCTEMY, YCTAHOBUTH aHTHBUPYCHYIO MPOTrPAMMY HE TOJILKO
Ha TMEePCOHA/IbHBIH KOMIIBIOTEP, HO M CMapT(OH, I[UIAHILET, W PEryJsipHO
OOHOBIIATE €c.

15. Caenyer O3HAKOMMWTD ¢ [epeyrc/IeHHbIMH MpaBUJIAMH
0€30MacHOCTH CBOMX POJICTBEHHHKOB M 3HAKOMbIX, KOTOpbIE B CHJIY BO3pacTta
WJIM HEJ10CTaTOUHOIO YPOBHsL (JUHAHCOBON FPAMOTHOCTH MOTYT ObITH OCODEHHO
YSI3BUMBI /151 A€HCTRUIT KnbeprnpecTynHuKoB.

Kakue coBerbl MOXKHO [aThb IOPHAHYECKUM JIMIIAM, YTOOBI
o0e3omacHTL cedst 0T Momennuuecrsa?

. Boipadorars yeTkuil nian pearnpoBaHus 0 03HAKOMHTL pabOTHUKOB
C MEPEUHEM CBEACHMH, OTHOCAIIMXCS K KOMMCPUECKOH, CllyKeOHOH u MHOI
TalHe.

2. HUckmounTs B CcBOEH J1edTeJIbHOCTH MCIOJIb30BaHUE OecIuIaTHBIX
NOYTOBBIX CEPBUCOB, a TAKKE MPUHUMATH JOMNOJHUTENbHbBIE MEpPbl 3aLIUTHI
KOPTOPATHUBHON  AJIEKTPOHHON  1nouThl  (NOjAKIIOYeHHe  JIBYX(AKTOPHOI

ayTeHTUPUKALMM,  COOMOJICHHE  TpedoBaHMil K CJHOKHOCTH  [1aposs
U [EPHOJMYHOCTH €r0 CMEHBI, HCITOJIb30BAHHE aHTHBHPYCHOIO [POrpaMMHOro
obecneyeHusl).

3. HeykocuurenbHo coOitogars HpaBuia MONb30BAHUS CUCTEMOM
JAUCTAHLUMOHHOIO OAHKOBCKOTO 0OC/IYKNBAHMSI.

4. CoszgaBarb pe3epBHbIe KOUMK JAHHBIX M XPAHUTh HX HAa CHEMHbIX

HOCHUTEJISX.

5. llpoBepsats NpaBuibHOCTL aapeca HMIEKTPOHHOMI MOYThHl KOHTpareHTa
MpU NOJYYEHHH U OTIpaBKe cOOOLLEeHNIT, a TaKk/Ke NoIepKUBATEL KOHTAKT € ero
NPeACTaBUTEIIEM M COIJIACOBBIBATH  KJKOYEBbIC BOIMPOCHI  JIONOJIHUTEILHO
MOCPEACTBOM MHBIX CPEJICTB CBA3M (TeIe(DOHHBIX [IEPErOBOPOB, HCITOIB30BAHUSI
(haKCUMHUIIBLHOH CBA3H, MECCEHZKEPOB U 11POY.).

6. He wucnoawsszosare paboune ycTpoiicTBa B JIMYHBIX  LEJsX,
a ciyKeOHble SLMKH IEKTPOHHON MOUTHI — JUIS PErUCTPAllMU HA TOProOBbIX
M pa3BiieKaTe/ILHBIX OHJIAITH-TIONIA/IKAX.

7. Hanagutb cTporuii JI€HCTBEHHBIA KOHTPOJIbL 3a COOJIIOJECHUEM
YTBEPIKACHHBIX ~ MEp  MH(OPMALMOHHOH  0€30MacHOCTH  (COOTBETCTBUE
[POrpaMMHOI0 oOecrieueH s, MPoBEpKa OTCYTCTBHS HECAHKIIMOHWPOBAHHOTO
JI0CTYMa K BHEIHHUM UH(DOPMALMOHHBIM pecypeam M T. J1.).



B umeissX  ycTpaHeHMs  HPUMMH M YCJIOBMI,  ClIOCOOCTBOBABLUIMX
COBEPIIEHUIO TIPECTYILUIEHMs, PYKOBOACTBYSICE cTaTheil 4 3akona PecnyOnmku
bemapyce ot 13.07.2012 Ne 403-3 «O CnencreHnoMm xomurere PecnyGuuku
benapyco», nipouy:

paccMOTpeTh WH(MOPMAIIMOHHOE MMHCLMO € COTPYJAHMKAMH OpraHd3alnu
M ¢ ydacThem npejacraBureiss Mockosekoro (r. Muncka) pailoHHOro otaena
CnencrBenHoro komutera PecnyOnuku benapych, ¢ 1eabl0 HeJOMYLLEHHS
COBEPILUCHUS MIPECTYIUIEHUH B OTHOLUCHUH COTPY/AHUKOB YUPEKICHUS;

B coOTBeTcTBMM ¢ TpeboBanusiMu 3axkona Pecnybnuku benapychb
or 04.01.2014 Ne 122-3 «O06 ocHOBax JesTEJbHOCTH MO MPOPHIAKTHKE
MpaBoHApyHIeHUI» Ha CHUCTEMHOH OCHOBE [POBOJWUTL HH(POPMHUPOBAHHE
COTPYJIHHKOB O TMPOSIBJICHUH OCTOPOKHOCTH M OJUTCIBHOCTH, COOJIIO/IEHNH
YCTAHOBJICHHBIX IMpaBUJ O€30MacHOCTH MO0JIb30BaHus TepcoHadbHbiMu BIIK,
OpeaynpeinuTh O  HEJOINYCTHUMOCTH  WUIHOPUPOBAHMSL M NpeHeOpeKeHus
JACHCTBEHHBIX TpeOOBAHWI, HANPABJICHHBIX HA COXpaHeHHe OJarocoCTOsHUS
rpaiaH.

C yuyeTom Temria pa3BuTHs MH(MOPMALMOHHBIX CUCTEM, BHEJPEHUS] HOBBIX
UQPOBLIX TEXHOJIOTHH NMPUHAMATh AOMOAHUTE/IBHBIE MEPbI 110 0€30MacHOCTH
MCT0JIb30BaHUsl OAHKOBCKUX ITPO/YKTOB.

O npuHsATBIX Mepax npomy yseaZoMuTh Mockosekuit (r. MuHcka)

paiionnslit otien CnencreeHnoro komurera Pecnydnnkn benapych B Mecaunblit
CPOK.

C yBaskeHHEM,

HauanbHuK oT/eieHus J B.B.Kapnosuu



O pecypce «ITposeps.beny

OcyliecTBAsIEMbIH  Ha MOCTOSIHHOM OCHOBE B TIJIABHOM  YIIpaBJeHHH
L[I‘I(prBOI"O pasBuUTHA NPEABaApHUTC/ILHOI'O CIICACTBHS LEHTPAJIbHOI'O arrapara
CnencrBennoro komurera (nanee- ['YPIIC) ananus cocTossHUS M JIMHAMHKH
KUOEpNpecTyMHOCTH CBHU/IETEILCTBYET, UTO 3HAYUTEIIbHAS YaCTh MPECTYIUIEHU I
B OTHOLIEHHH Oellopycckux rnoJib3oBaTeseil cetn MuTepHer cosepiuaeTcs
C HCNOJb30BAHMEM AKKAYHTOB COLMAJbHbIX CeTell U  MECCEHIKEPOB:
«Instagramy, «Telegram», «TikTok», «Facebook», «Brourakre» u jp.

HaubGonee »sQdexrrBHON Mepol M0 NPOTHBOACHCTBHIO COBEPLICHHIO
MPEeCTYNACHUH € HCHOJIb30BAHMEM COLIMAIbLHBIX CeTe M MECCEHKEPOB
ABJISIETCS  MPEAYNpPEKIeHUe Ipakiad 00  aKkayHTax, HCMOJIb3yeMbIX
IpeCTyIHUKaAMU.

B oroii ceasu ['YLPIIC pazpabotan wuHbopmauuoHHblii  pecypc,
pasmelieHHbii B cern  Mutepuer no aapecam  «https:/IIposeps.beny
u «https://praver.by», a  TakKe Telegram-6or 1o ajipecy:
«https://t.me/proverbel bot» (nanee — «Ilposepn.ben»).

OcnoBHo#l pyHk1Mel pecypea «[IpoBepb.ben» sBisiercs npejpocraBieHue
BO3MOIKHOCTH I'DAKAAHUHY [IPOBEPUTEL OlIPE/IeJEHHBIH aKKayHT B COLIMATLHBIX
ceTsix W mecceHmkepax («Instagram», «Telegram», «TikTok», «Facebook»,
«BxoHTakTe») Ha npeaAMeT MCIOIBL30BAHUS €ro B MPECTYIHON AesTeTbHOCTH
¢ yueroMm umeroleiicss B Cle/iCTBeHHOM KOMUTeTe HH(OpPMalLUK HAa OCHOBE
MaTepHasoB yroJOBHBIX Al

[lonb3oBatesb pecypea [pd HAMEPEHWM TMOCPEJACTBOM ceT MHTepHeT
COBEPILINTH MOKYIKY TOBapa, MOJNYUYHTh YCIYTy, peanu3oBaTh HHBECTHPOBAHHUE
Cpe/cTB MO0 OCYHIECTBUTH MHOE B3aUMOJIEHCTBHE C aKKayHTOM B COLMAIbHOM
CeTH M MECCEHJDKEpe, CMOKET MPOBEPUTH €ro, W NpU HAINYUKU UH(OpPMALMH
y  CnejcTBEHHOI0  KOMHMTETAa O  [PHYACTHOCTH  BJaJEblia  aKKayHTa
K IPECTYNHON AcATe/IbHOCTH Oy leT HH(POPMHPOBAH 00 2TOM.

[Ipy »TOM, B cilyyae OTCYTCTBUS HMH(OpPManMu 00 WCIOIb30BAHUM
aKKayHTa B IMPECTYIHOI JeSTeIbHOCTH 0Jb30BaTENb MH(MOPMUPYETCS O TOM,
YTO OTCYTCTBUE TaKUX CBEIEHWIl He sIBJISETCS rapaHThell 0e30nacHocTH
JIAHUPYEMbIX MM JIHCTBHI ¢ peKoMeHJIauusMH  NpOQUIAKTHYECKOTO
Xapakrepa.

Kpome Toro, «llpoBeps.besn» copepxut HHMOPMALMOHHBIE pa3/ebl,
a Take CChbUIKM Ha oduuuanbubie pecypcbl (CJIEICTBEHHONO KOMMTETA
u noanepkuBaemblii I'YPIIC Telegram-kanan «Kubepllys», ocsemaromniue
BOIPOCHI KHOEPOE30MacHOCTH U POTUBO/ICHCTBHS KNOEPIPECTYITHOCTH.



B uensx ycrpaHeHWs LpUYMH M YCJIOBHH,  CIIOCOOCTBOBaBIIUX
COBEPIICHHIO TIPECTYTUICHHsI, PYKOBOJICTBYsICH cTaTbell 4 3akona Pecriybnuku
benapycs or 13.07.2012 Ne 403-3 «O CuejecrentHom komutere PecnyOnukn
benapycb», nmpouty:

OpPraHM30BaTh MHPOPMUPOBAHHEC COTPYAHMKOB OpraHU3alil O pecypce
«IIposepb.beim;

pazmecTuTh cBeJieHust o pecypee «llposepb.ben» na nnpopmannonubx
CTEH/1aX, a TAK/KE B COLMAILHBIX CETSAX, MECCEHKepax.

O npussTBIX Mepax npomy yeejgomuTh Mockoeknii (r. MuHcka)
paifonnblii otaen CraejnerBeHHOro komutera PecnyOanku benapych B Mecsiunblit
CpPOK.

[punoxenne: cepemmsi opecypee «llposepu.bes» na 1 .

/
C yBaskeHHEM,

HavanbHuK oTaeneHmns ] ) }' B.B.Kaprosuu
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